PO3ILJI II. CycninbHi komyHikamii Ta MiskHapoaHa ingopmauis. 8 (392), 2019

MeIarOTi9HOMY YHIBEpCHTETi, MUTAHHS CTOCYBaJNCA OTPHMaHHA 3HAaHHB, JOCBiA. HampukiHmi € KiIrodoBi
BHCHOBKH Ta MOCTYJIATH AJISl TPAKTHKH.
KaiouoBi ciioBa: cexctur, [HTepHeT-3arpo3u, CTaBJIeHHs, OCBITa, CIIJIKYBaHHS

YK 323(721/727):004.7]:316.75:32

Bo3uiok €Breuis,

KaHJUIAT MOJITHYHNX HAYK,

JIOUEHT Kadeapr MKHApOJHHUX BITHOCHH 1 PEriOHANBHUX CTYIIH,
CXiJTHOEBpONEHCHKUI HalliOHANBHUN YHiBepcuTeT imMeHi Jleci Ykpainku
Vozniukjane.vippo@gmail.com, Voznyuk.Yevhenija@eenu.edu.ua
ORCID ID https://orcid.org/0000-0002-7828-7430

INOIIWPEHHA BIIVINBY MEKCUKAHCBKUX KAPTEJIIB
3ACOBAMM IHOOPMAIIMHWX TEXHOJIOT'TA I TIPOINAT AHJIA

Y cmammi euceimneno icmopiio cmanosnenus ma npOHUKHEHHS HAPKOKAPMENi6 HA CEIMO8Yy apeHy 310YUHHOI
OisnbHoCcmi. Busnaueno, wo 8 MeKCUKAHCbKOMY 3AKOHOOABCMBI HeMAE YimKO20 SU3HAYEHHsS MAKUX NOHAMb, 5K
Kibepbesneka, kibepnouunnicmo ma gimune. Haconoweno, wo npobiema HapKkoOmuKie cmaida 0CHOBHOK 3a2PO30k0
Mexcuxku cb0o200Hi, a MAaKO’C 3POCMAHHA 6NIUBY BENUKUX MEKCUKAHCOKUX Kapmenis, sKi aKmueHo Nouau
nowuprosamu ceor Oisiivhicms Y mepedici Inmepnem. [losedeno, wo 6inbuicms memooie y iXHbOMY apceHali
Oanexo He MupHi. Benuxa uacmuna «axyiily Kapmenié cnpamMO8aHaA HA 30NAKY8AHHS HACENEHHSA Md ONOHEHMI8 i
BIOPIZHAECMbCS HENOMIPHOIO JHCOPCMOKICMIO. Ymim, yikasumu 3aiumiaomscss 0aHi npo iHGopmayitini memoou
npomubopcmea. /o HUX Hanedcumsv He auuie OOpomvoa 6e3n0cepeonbo 8 Kibepnpocmopi, ane ti maxi mMemoou
IHQOPMAYIIHO-NCUXONIO2IMHO20 6NAUBY, SIK NPONA2AHOQ, NOWUPEHHs. Henpagousol ingopmayii, opeanizayis
«BUMOKIBY IHHOPMAYIL NPO KOHKYPYIOUL Kapmeii, NOpHO2PApiuHi mamepianu ma ix.

Poskpumo, wo na cvo2ooui, Inmepuem — ye 2onogue Odicepeno 3aNAKYEaHH HACENEHHs 3 OOKY HapKoKapmeris, d
maxooic Haeonoueno Ha 3MI sax 00Homy 3 Memodie bopomvou 3 0peaniz0eanoo 3nouuHHicmo. OxXapakmepu308aHo
HAO36UYALIHO NOMYN’CHY NIOMPUMKY HAPKOMOpeosyie y mepedci youtube.COM, Oe 6 RICHAX, y KOPOMKUX
NPOMOPONUKAX, 8I0OMUX K HAPKOKOPIOOu abo 06anaou HapKOmMuKie, NOCMIiHO OCNIgYIOMb MA BUCEIMIIOIOMY IXHI
HauobinbWi «nO0BULUY.

Jlogeoeno, w0 excnonenmue 30inbUEHHS KIOEPRPOCMOPY NPU38eio 00 KOPelbO8aAHOI ecKanayii 3104uUHHOL
disnvHocmi 8 Mexcuyi, 30kpema y 6UNAOKY HE3AKOHHO20 310MY, KPAOIJCKU O0COOUCTMUX OAHUX, WAXPACmea 3
Kpeoumuumu kapmramu i excnayamayii Henoenonimuix. ¥ 2017 p. (pinancosuti cekmop axmueno cnienpayiosas i
npooossicye pobomy 3 oghiyepom I enepanvroco npokypopa (PGR), sikuti cmeopus cneyiaibHuti niopo30in 0is
Ppo3cuioyeanns Kibepsnouuris, yeu niopo30in micHo cnienpayioe 3 Bankom Mexcuku, wo6 weuoko suseisimu ma
CaHKYIOHy8amu 8Cix 0Cib, 8i0N06i0aAILHUX 30 Kibepamaku.

Ipoananizosaro moii ¢haxm, wo y 2013 p. Mexcuxa 3atimana no3uyiilo Homep 0OuH y c8imi 3a NOPHOSPADIUHUMU
mamepianiamu, y AKux Opanu yuacmv HenoeHoOMmHI, I Opyee micye 3a i eupobnuymeom 6 Inmepuemi. Takoow
Hapkoxapmeni Oyau noe sa3aHi 3 RPOCMUMYYIEr0 HenOGHONIMHIX.

Knrwuosi cnosa: kapmenn, Mexcuxa, Kibep3nouunnicms, iHgpopmayiini mexnonoeii; Inmeprnem; 3MI.

1. BCTYIL

Ha cporonni IaTepner, a oco0nMBO comianbHi Mepexi, € HEBII'€MHUM aTpPUOYTOM KHUTTS CydacHOT
moaunu. [linTBepMKeHHS LBOrO0 — BEJHMKAa KiNBbKICTh KOPUCTYBauiB. AYIUTOpisS cOWialbHOI Mepexi
«Facebook» cTaHOBUTH TIOHAJ OJUH MUIbSIpA KopucTyBadis, «Twitter», «Vk.com» ta «Google +» — Oiblie
200 minsitonis, «LinkedIn» # «Odnoklassniki.ru» — monan 100 MiabHOHIB.

IMocTanoBka mpodjieMu

SckpaBuM TNpHKIAAOM 1H(OPMaLiHHO-TICUXONOTIYHOTO BIUIMBY B CyYaCHHX YMOBaxX € COIiajibHi
Mepexi. [Tonpu Te, mo comianeHi Mepexi 3a0e3NneuyroTh CHJIKyBaHHS MK JIIOJbMH, HAAAIOTh LIMPOKHUA
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CHEKTP MeAia-MOKIMBOCTEH, ICHy€E BEJIUKUI pU3KK 1H()OPMALIHHOTO BILUTUBY Ha CBIIOMICTH KOPHUCTYBadiB
Mepex. 3a3HaunMo, IO iICHye MOBHA JAO0Bipa Bciil iHdopmarii, sika MyOJiKyeThCsl B COLiaidbHIH Mepexi.
KopucryBau mnepeBakHO He mepeBipse oTpuMaHy iHpopmalito i mpuiimae il 3a goctoBipHy. Cepen
OCHOBHUX MoOjeNiell BeneHHS iH(poOpMaliiiHuX BiHH y comianbHux 3MI BUAINSAIOTH Taki, SK MOAETH
MEpEeKeBUX aTaK, MOJEIb i3 3aIy9IeHHSIM KOPHCTYBadiB-BOJIOHTEPIB, MOJIENb TOTATEHOTO OJIOKYBaHHS.

Y cBoilf AisTbHOCTI Mepexy IHTEpHET aKTHBHO BHKOPHUCTOBYIOTH 1 TEPOPHUCTHYHI OpTaHi3aiii.
Hampuxian, tepopuctun 3 yrpynoBanHa XAMAC, cTBOpWiIM KilbKa CaiTiB, OpI€EHTOBAaHUX Ha JiTeH.
[Mpuxunpaukn «Xe300/1M» MOXKYTh CKadaTh 13 CalTy yrpymoBaHHS Bifeorpy, CIOKeET sKOi — BiiiHa 3
i3painpTsiHamMu B JliBaHi. Y Mepeki HaBeleHO 3HA4YHY KibKICTh TeKcTiB BUCTymiB ben Jlamena, kuuru 3
izmeoorii # 3pa3ku moesii Kuxaay, iHpopmMariro mpo noJoHeHnX Tani0iB Ha 0a3i ['yantanamo.

Tax, 3BepTaeMo yBary Ha Te, [0 0araTo XTO 3Ha€ PO MEKCHUKAHCHKI KapTedi, ajie MaJio XTO CTHKABCS 3
iX aKTHBHOIO JISUTBHICTIO B MEpeKi [HTEpHET, sika cTae BCe MOLIMPEHIIIO Ta 3arpO3IHUBIILO0.

Mera craTrTi — BHM3HAYUTH NUISXA T4 METOIW IOIMIUPCHHS 3JIOYMHHOI MisUTBHOCTI W IOCTIHHOTO
3arpo3MUBOTO BIUTMBY MEKCHKAHCHKMX KapTeNiB HAa MICIIEBHUX XUTEJIB 1 HA BECh CBIT 3arajioM 3aco0amu
iH(OpMaIITHIX TEXHOJIOTIH 1 MpoIarany.

2. PE3YJIBTATHU JOCJIIKEHHS

Sk Bimomo, 1me 3 YaciB CyXOro 3aKOHY aMepHUKaHO-MEKCHUKAaHCHKUH KOPIOH OCOOJIMBO MPHUBAOIIIOBAB
MEKCHKAaHCHKHX KOHTpabanmucTiB. OmHak mo 1980-x pokiB Mekcuka 3anmuimanacs IJHUIIE TPaH3UTHOIO
KpaiHOI0 HApPKOTHKIB, OCKUIBKM 1 BHPOOHHIITBO, 1 CIIOKMBaHHS HAPKOTHYHUX PEYOBUH y KpaiHi Oymu
HEe3HauHi.

IIpote y 80-x pokax y CIIIA 3aroctpunacs mpo0diiemMa HapKOTHKIB, 1 TOJIOBHOIO 3arp0o30i0 CTalld BEJHKI
KOTyMOiiichki Kaprem 3 Menensin Ta Kaxi, mimepom sikux OyB Bimomwuii [1abmo Eckobap. Ympammiaas 3
00pOTEOM 3 HApKOTHKaMu 3poOMIIO Bce, MO0 MEpPEeKPUTH IUISIXH IMOCTAa4yaHHs HAPKOTHKIB y KpaiHy W
HaHeCTH yJap Mo Kaprensx OesnocepenHbo B Komymo0ii. Sk pesynbrat, mo cepenuHu 90-x pokiB
Menenwvincekuii 1 Kanificeknii HapkokapTeni Oy MpakKTHYHO 3HUIIEHI.

HoBoyTBOpeHa mopokHsi Himla Ha PHHKY Oyjia IiKaBOIO MEKCHKAHCBKMM HApKOKapTessiM, KOTpi
CTHOYaTKy 3apoOJsUTh JIMIIE HA TPaH3UTI HAPKOTHKIB, a IMi3HilIe, MOYaBIIM OpaTH IJiaTy 3a TpPaH3UT
Oe3rnocepeTHO KOKaTHOM, CTalld BUTIAHO TIEPENPOAaBaTH HOro Ha aMEepPUKaHCHKHUI PHHOK. 3BUYAiHO, KOJIH
KOJTYMOIMCBhKI  KapTelli BTpaTHJIM KOJHIIHIO CHJIy, MEKCHKAaHChKI KapTell CTald TOJOBHUMH
nocradanbHUKaMH HapkoTHKiB y CLLA.

30aradeHHs] KapTeliB MPUPOJHUM YWHOM NpHU3BENO 10 O0opoThOM 3a cdepu BIUIMBY i TPAHCHOPTHI
nuisaxu. [lizuime, komu npesunent Penine Kanpaepon y 2006 p. oronocur BiiiHy Hapkomadii, 30poiiHa
00poTHOa KapTeliB MiXK COOOI0 TEepPEeTBOPHIIACS B IMOBHOMACHITAOHHHA 30pOMHHUN KOHQIIKT i3 3aTydeHHSIM
nominii ¥ ypsnoBux Bificbk Mekcuku. 3a 1m’siTh pokiB, i3 2006 mo 2011 pp., y wiit «BiiiHI» 3aruHyno, 3a
odiriitHuMu 1aHUMH, 26 TUC. 0Ci0, a 3a HeodiiitHuMH — O1M3bK0 50 THC. OCiO.

Y Mekcuni icHye KijgbKa JIECATKIB KapTeliB, OJHAK (DAKTHMYHO € JeKiIbKa HaWBIIMBOBIIIHUX.
Haii6inemmmu BBaxkatoTbest kapreni «La Familiay, «Los Zetas», «Cartel del Golfo» («The Gulf Cartel»),
TuxyaHcekuil KapTenb, KapTenb Xyapeca, Hose moxominns Jalisco (CING) i xaprens Cinanoa. Yci mi
KapTeJyi BiJICTOIOIOTHh CBOI TO3UIIIT HA PUHKY H 3MIIHIOIOTH Ha KapTi. AJMIHICTpallis 3 THTaHb OOPOTHOU 3
Hapkotukamu CIIA (DEA) Bu3Haumia iX JOMIHYIOUMMH B MEKCHIll OpraHizaiisiMi 3 HE3aKOHHOTO 00iry
HapKOTHKIB, & TaKOX 3asBWIA, IO Li 7 opradizamiii HUHI po30MTO Ha JEB’SATh Ta JOTHYHI 10 ONM3BKO
20 BeNMKMX CBITOBHUX opraHizaiii [1].

Binpiicts MeTOAIB y IXHBOMY apceHalli AajJeKo HEe MHUpHI, BeJHKa YacTHHA «akKLii» KapTeiB
CHpSIMOBaHA Ha 3aJSIKyBaHHsI HACEIICHHS Ta OIOHEHTIB 1 BiIPI3HSAETHCS HEMOMIPHOIO YKOPCTOKICTIO. YTiM,
MIKaBUMH 3aJIMIIAIOTHCS JaHi npo iHdopMarliiiHi MeToau npotudopcTsa. Lli rpynu miroTh sIKk KoMmaHii 3
pO3TaTy’>KeHUMU BUPOOHMYMMH Ta JUCTPUOYLIMHMMH MepeKaMH, CUCTeMaMH PO3BiAKH i Oe3mexd Ta
BUKOPHUCTOBYIOTh COLIiafibHI MeZia AJs CHiIKyBaHHS W I[HTepHeTy Ui mpoBeneHHs cBo€i podoru. Bonu
OepyTh Yy9acTh YV BCiX BHUIAX 3JIOYMHHOI JISUTBHOCTI, YKITIOUAIOUX KPaAiKKy 0cCi0, maxpaicTBo, BUMaraHHs,
BUKpaJIeHHs, TOPTiBJIIO JIFOJbMH, OPraHaMU Ta BOIHENIAIIBHOIO 30pOELO.

36



PO3ILJI II. CycninbHi komyHikamii Ta MiskHapoaHa ingopmauis. 8 (392), 2019

ITopsin i3 Facebook 1 Twitter € BeO-caiiTi, sSKi MOBIAOMIISIOTH PO AiSUTHHICTH PI3HUX OPraHi30BaHUX
3JI0YMHHUX OpraHizaliid. 3pocTatoya rpymna Kibepapy>KHHHHKIB BUKOPUCTOBY€ [HTepHET, 11100 3anepeuyBaTi
HapKOKapTei, 5Ki, 3a3BHYail, CTBOPIOIOTH iX KOHKYPEHTH.

3azHaunMo, 1O [0 iH(GOPMAmIHHUX METOMIB TPOTHOOPCTBA BINHOCITH HE TITBKH OOPOTHOY
Oe3nocepelHLO B KiOepmpocTopi, ajie ¥ Taki MeToau 1H(QOPMAIHO-TICUXOJOTIYHOTO BIUIUBY, SIK
mpornarasja, NOMIMPEHHs HelpaBAnBoOi iHpopMallii, opraHizamisi «BUTOKIBY» 1H(pOpMaIii PO KOHKYPYIOUHX
KapTewiB 1 T. iH.

Ilepenycim Bim3Haummo, mo [HTepHET cTaB HAWOLIBII MOMMPEHNM KepenoM iHdopMarli, a TaKoX
OJHOYACHO CTaB BENMKHUM MPOMNAraHJUCTCHKUM MalIaH4YMKOM, /¢ aHOHIMHI KOMIIaHiI BUKOPHCTOBYIOTbH
caifT youtube.com 1t pO3MiIlIEHHS BiJEOPOJIHKIB, IO BUXBAJISE JIJEPiB OAHOTO HAPKOKAPTEIIO, IIOPIBHIHO
3 iHmMM. [HTepHET — IIe TaKOoX TOJIOBHE JDKEpeNio 3aIIKyBaHHS HaceleHHS 3 OOKy HapkokapremiB. Tak,
Hanpuknaz, y micti Pelinoc (mutat Tamayninac) BUHHKIIA MaHiKa 1 Ha KUTbKa AHIB MiCTO CITIOPOXHIJIO, a BCE
TOMY, IIO JKUTEN OTpUMAalM MOBimOMIeHHS: «YBara! Y BamoMmy HamnpsiMKy BHiXajH IT'STh BaHTaXiBOK,
HaOWTI Baxxkoo30poeHnmu JtroapMu. He Buxomutu 3 momy! He BucoByBaTucs!».

le oxauMH BHUMAAOK, SKWH JOBOJWTH, IO HAPKOKAPTETl BOJIOAIIOTH MOKIMBOCTSMH BHUKOPUCTAHHS
iHpOpMaLiiHUX TexXHONOTiH, TpanuBes y 2011 p., Konu rpymna akTUBICTIB «Anonymous» y BiNOBib Ha
BHUKpAJCHHS OJTHOTO 31 CBOIX WieHIB KapTeneM «Los Zetasy mooOirsuia omyomikyBatu gororpadii Ta iMmeHa
Kyp’€piB 1 AWJEpiB HAPKOKAPTENIO, SKIIO BOHU HE 3BUIBHITH YYaCHWUKA TpymHH. Y pe3yibTaTi, akTHBICTaM
JIOBEJIOCSI CKACyBaTH CBOIO OIEpallilo, OCKUIBKH KapTelb aKTUBI3yBaB POOOTY BIACHUX KOMIT IOTEPHHUX
EKCIIePTIB 1 MOYaB MOMIYK iHIIHX YWIEHIB «Anonymousy.

Hapxoxapreni BexyTh NOCTiHY Ta aKTHBHY IpONaraHAnCTChKy poOoty. Kapremp «Tammumiepi», o
yrBopuBcs y 2011 p. i OyB mo uporo GoiioBuM ocepenkom kaptento «la Familia Michoacana», Ginbiie
HaraJly€ pemiriiHuil KyIbT, HiXK KpUMIHAIBHY OpTaHi3allito, 0 YAHUTH CBil BILUTUB HA HACEJICHHS JIUIIIE 3a
JIOTIOMOT'OI0 KOMIT' FOTEPHHUX TEXHOJIOTH. 3a3HauMMoO, 1110 BOHU JIOCHTh YacTO HaOWUParOTh JTOOPOBOJIBIIIB,
SKMX aKTHBHO HABYAIOTh KOMII IOTEPHOI IpaMOTHOCTI. Ha MiIKOHTPOIBHUX TEPUTOPISIX BOHH 3a JOTIOMOTOI0
[HTEpHETY NOMMPIOIOTH OPOLTYPY 3 BUKJIAZOM IPHHIMIIB CBOTO «OP/ACHY»: HE MPOSIBISTH )KOPCTOKICTh, HE
MUTH 1 HE BXKMBATH HAPKOTUKH, HE TAHLOUTH HEBHHHKX JKIHOK 1 HETMIOBHONITHIX cHIIOK0, a00 oOMaHOM». 3a
MOPYIIEHHS IUX PaBUJI BUHHOTO TOTPIOHO 3B’S3aTH i YOTHPH JOOU IOJIMBATH XOJIOJHOIO BOJIOIO, 00 TOM
«BUIPABUBCS» [2].

upoxe BucBiTieHHs monii y 3MI, a TakoX MacoBi IPOTECTH KHUTENIB i3 PI3HUMU BUMOTaMH, IO B
OCHOBHOMY CTOCYIOTbCS 3MEHIIEHHS BIUIMBY KapTeJiB Ha 3arajibHy CHUTyallil0 B paliOHaXx,
HETIIKOHTPOJIBHUX JIepKaBHIN BNaji, COHYKanu (eaepalbHUN ypsia CTBOPUTH 3arajibHOHAIIOHATBHUM
IaH st 0opoTbOu 31 3moumHHICTIO. OTXKe, BUCBITIIEHHs mpoOinemu B 3MI, 3aramom, Mo)KHa Ha3BaTh
MeToJIoOM OOpOTHOM 3 OpraHi30BaHOK 3JIOYHMHHICTIO, XOYa SK MOINIM croctepiratu Hampukiami 2019 p.,
HIOKYIOU€E BijIe0, KOTpe po3noBcrowin MicueBi 3MI y MOroIuHHNX HOBHHAX, TOOAYUBIIH, K OJHOYACHO
MIBUJIKO W BITPHO PyXalUCS NPEJACTABHUKH KapTENiB IO Pi3HUX BYIUIMX 1 SIK HaxaOHO OOWOBHKH
3aJMINMIINCS HA 3HIMKax Kamep pi3HUX palOHIB, JIETKO JaBalld I1HTEPB’I0, MOTPOXKYIOUH MiCIIEBOMY
HaceleHHIo0. MemkaHIi 3po0wimn  Jecsatku gororpadiii 030poeHHX 370/iiB, KOTpi MOYANH HEBIWHHO
LUPKYJIIOBATH B COLIAIBHUX MEpeKax, IIOCUIIOI0YM THM CaMUM CTpax i 3arposy [3].

Haronocumo, mo 3apa3 ypsaaoM MeKCHKM aKTUBHO OOTOBOPIOETHCS MUTaHHS 3BiIbHEHHsS OBimio
I'yamana. Skmo >k 1 iHIN BiZOMi B yChOMY CBITI TOProBUi JIOAbMH OyayTh 3aapelITOBaHi, TO ixHi
MPUXHIBHUKH 3 JIETKICTIO TIOBCSKICHHOI pOOOTH 3MOXKYTh BHMKpAJaTH HEBHHHHUX JIIOJCH, BHMAarar4u
3BUTBHEHHS CBOIX JigepiB. OAHO3HAYHO 1€ SICKPABO IiABHIIYE BIUIMB MEKCUKAHCHKUX KapTeNliB, SKUH, SIK
BUSIBWIOCH, € Ha0araTo MOTY)KHILIMM, aHDK IXHS apMisi, 0 MOXKE TPU3BECTH 0 TPAariuHUX HACHIJKIB IS
YIPAaBJIIHIIB JIepKaBO. 37aBHA 3’SBUIIOCS 300paKCHHS TOPrOBIB JIFOJABMHM, SK IOBCTAHIB, a JCSIKI B
CiHanoi Ha3MBaKTh iX «BajieHTaMW» abo «cminmuBuMm» («valientesy, «brave ones»). Ha cporomgmi 1mi
MOBCTaHIII MPAKTUYHO KOHTPOJIOIOTh YCi JIEpYKaBHI OpraHu BIaJIu.

Ham3BuuaitHo moTy)KHa MiITPUMKa HApPKOTOPTOBIIB BiJI0OOpa)kaeThCsl, SIK HE JUBHO, 1 Y TBOPUYOMY
miaXoAi — y MICHAX, KOPOTKHX NMPOMOPOJIMKAX, BIJOMHUX SIK HapKoKopioan abo Oanaau HapKOTHKIB, IIO
MOCTIHO OCHIBYIOTh Ta BHCBITJIIOIOTH iXHI HaOuTbIn «moasuruy». [licias deproBoi po3mpaBu pizHi
MICEHHUKH, 5K 1e OyBae 3 MEBHOIO MEPIOANYHICTIO, IBUAKO MUIIYTh HOBI TEKCTH, 0coOmuBO mpo OBigio
I'y3amana, Ta po3MiIIyIOTh CBOI Bipmii B [HTepHETI, MepeBa)kKHO B COLIAILHUX Mepekax. Haromocumo, 1mo
KUTBKICTB TPYIT ¥ TAKKX MEpeXax 3HAYHO 30UTBIIYETHCS 1 BOHHU MOIIMPIOIOTHCS HE JIUIIE y BEIUKAX MICTax
30CepeIKEeHHS MOJIOJII, @ TAKOX YK€ TapreTOBaHO 30CepeIKeHl Ha ypakeHH1 mitiTkiB 10—12 pokis.
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3ayBaxXnMO, IO «3aBASKN» iH()OPMALIHHAM TEXHOJIOTIIM Ha ChOTOJHI TEPHUTOPIS BILTUBY KapTeNiB i
MIOIINPEHHST HAPKOTHUKIB CTPIMKO 30umbmryeTsest. Tak, i3 2006 mo 2012 p. 3HayHa yacTHHA BOWBCTB y XO/i
HapKOTUYHOI BiWHUW cranacs juie y Bu3HadeHid Hu3mi mict IliBHiuHOi Mekcuku — Crroman Xyapec,
Tixyana, Kymiakan, Petinoca it HyeBo Jlapeno. A Ha pa3i BoHa OiIbII pO3MOPOIICHA, 1 1€ TAKOX YCKIIAJHIOE
KOHTPOJIbY», — 3asBUB Allexanipo X0y, aHANITHK 13 Oe3nekn B Mekcuti [4].

Y 2017 p. ¢dinaHCOBHIA CEKTOp aKTHBHO CIiBITpaioBaB 3 odinepom I'enepansrnoro npokypopa (PGR),
SKHI CTBOPUB CHEUiaJbHUN MiAPO3ILT AJS PO3CHiAyBaHHs KiOep3I04MHIB; LeH MiAPO3Iii aKTUBHO U TiICHO
criBnpaitoe 3 bankom Mekcuku, 11100 MIBUIKO BUSBJISATH Ta CAaHKIIOHYBAaTH BCiX 0Ci0, BIAMOBIAAILHUX 3a
KibepaTakH.

[Ilo xapakTepHO, MOHATTS KibepOe3meku Ta KiOep3IIOYMHHOCTI YiTKO HE MPOMHUCaHI B MEKCHKAHCHKHX
3akoHax; mpore HamionanpHa ctpateris kibepoesmneku 2017 p. BU3HAYAE iX TAKUM YHHOM:

KiGep3nounHu — 37M04YMHHI Aii, 110 BUKOHYIOTHCS 0co0amHu, sIKi BUKOPUCTOBYIOTH iH(OpMaliiiHi Ta
KOMYHIKAIii{Hi TeXHOJIOTIi sk 3aci0 abo sK Iijb, 1 sAKi 3adikcoBaHi B KprMiHaIbHOMY KOICKCI UM 1HIIOMY
HaIllOHaTbHOMY Kojekci. BiamoBimHo, ®enmepanbHuii KpUMIHANBHUNA KOJEKC PEryIoe HEe3aKOHHY
MOBEMIiHKY, YYMHEHY EJIIEKTPOHHUMHU 3aco0amMu, M0 MOXYTh OyTH imeHTH}IKOBaHI SK KiOep3IodYnHH
HUISIXOM BUKOPUCTaHHS €JIeKTPOHHHX 3ac00iB A 1X yuuHeHHs [5].

BignoBigHO 10 MEKCHKaHCHKMX 3aKOHIB (30KpeMa 3aKoHy Mpo KOHQiACHIiHHICTE MeKCHKH),
opraizamii 3MyIIeHI 3aCTOCOBYBAaTH KOPHTYBANIbHI, MPO(IIAKTHYHI Ta BIOCKOHATIOBAIBHI 3aX01H, 100
3poOuTH 3aXx0au OE3MeKH aJeKBaTHUMH, MO0 YHUKHYTH TMOpYIIEHHS. BOHM MOBHHHI MaTH MOXIIHBICTh
PO3MEKOBYBATH MaTepiallbHy W HeMaTepiajbHy IIKOAY BIAMOBITHO IO MEKCHKAHCHKHUX 3aKOHIB IUISXOM
MPOBENEHHsI aHaNi3y pU3HKiB. MaTepialibHa 1IK0Ja TIOBUHHA HA/IaBaTH MPIOPUTET HEMaTepialbHIi KOl 1
3aBXKIU 3ayeKaTnuMe Bif Oi3Hecy, oOcCsTy, KOHTEKCTY Ta OOpOOKHM MaHWX, MOPYIIEHWX Yy pe3yibTari
iHmuaenty. OTxe, Tamy3eBe BH3HAUEHHS pPU3MKY MarepiaibHOI Ta HeMaTepialibHOI IIKOAM € TaKUM
BYKJIMBHMM JJIs BCIX KOMITaHi#, SIKi CTUKAIOThCS 3 IHIUIEHTOM KiOepOe3neKy.

CTHKaeMOCH 13 111e OJHUM Pi3HOBUOM COILIAIBHOT IHXKEHEPIi, IKY €()EKTUBHO BUKOPUCTOBYIOTh 3aJ1JIs
miapHBY MepexkeBoi 6e3nekn — ditar. oMy Hemae WiTKOro BH3HaueHHS i TIymaueHHs y denepaabHOMY
KpUMiHaJIbHOMY Kozekci Mekcuku. [Iponmcano numie, Mo 1e KpuMiHaJIbHE MPAaBOMOPYIICHHS, SIKE MOXKE
pO3TIIAAATHCS K IaxpaicTBo. PITHHT — BUJI IIAXpaliCTBa, MeTa SIKOr0 — BUMAHIOBAHHS B JIOBIpJIMBUX a00
HEYBRXHUX KOPHCTYBadiB MEpeXi MEPCOHAIBHUX JaHUX KIIEHTIB OH-TIAH ayKIioHIB, CEpBiCiB i3
nepexka3yBaHHA a00 OOMiHY BaJIOTH, IHTEPHET-Mara3uHiB, Jie IIaxpai BAKOPUCTOBYIOTh YCIISIKI METOJH, SIKi
HalyYacTille 3MYIIYIOTh KOPUCTYBa4iB CaMOCTIHHO PO3KPUTH KOH(INEHINHHI JaHi — HaIpHUKIA],
MOCHJIAI0YH €TIEKTPOHHI JINCTH 13 TIPOTIO3UIIISIMU MTiATBEPIUTH PEECTPAIIil0 O0IIKOBOTO 3aMHUCY, IO MICTATh
MocHjIaHHS Ha BeO-caiiT B [HTepHETi. 30BHILIHIN BUIJIA SKOTO 300pakae JM3aiiH BIJIOMOTO KOPHUCTYBady
pecypcy [6]. BigmoimHo mo crarti 386 denepanbHOrO KpUMIHAIBHOTO KOJIEKCY, 0Oco0a YHHHTH
axpaicTBo, Komu 00polOisie iHpopmarito mIIIXoM 0o0OMaHy, KOPHCTYEThCS IMOMIUIKAMHA a00 BBOJUTH B
OMaHy 0co0y 3 METOI0 OTpUMaHHS (HiHAHCOBOI BUTOJH. Y TaKOMY BHIIQJIKy BiJIOBIJHHI OpraH MpU3HAayae
TIOPEMHE TTOKapaHHs BiJl TPhOX JHIB 10 12 pokiB, a Takox mrpad y posmipi Big 2400 no 24,012 meco.

Kpim Ttoro, Taki nii, sIK IMHUTYHCTBO, 3MOBa, 3JIOYMHU TPOTH 3acO0iB 3B’S3KY, MiJICIyXOBYBaHHS
KOMYHIKaliif, KOpynuiiHi nii, BUMaraHHs Ta BIIMHUBAaHHS TPOIIECH, MOXYTb PO3TJIATHCSA SK 3arpo3a
Oesmeni, KOHGIAEGHIIMHOCTI, WITICHOCTI 4YM HasBHOCTI Oyab-sikoi IT-cucremu, iH(pacTpyKTypH,
KOMYHIKaIiil, Mepexi, mprcTporo abo ganum [7].

ExcrioneHTHE 301JIbIIIEHHS KIOEPIPOCTOPY MPHU3BENIO 10 KOPEIbOBaHOI ecKajallil 3JI0YMHHOI isJIbHOCTI
B Mekcuii, 30KpeMa y BHIIQJKY HE3aKOHHOI'O 3JIOMY, KpaJiXKH OCOOMCTHUX [aHMX, IIaxpancTsa 3
KPEIUTHUMH KapTKaMHM Ta €KCIUTyaTalii HeNOBHOJITHIX.

Y 2011 p. onmaiiH-KOMaH/Ia aKTUBICTIB «Anonymousy y3siia NMHUTaHHsS OE3MEeKH Yy BIACHI PYKH Ta
MpoBelia BipTyalibHy BUCTaBYy B IOPTOBOMY MicTi Bepakpyc i3 kaprenem «Los Zetas». Omnepartist «#opcartel
abo Cartel» cTBopeHa 3 METOI0 BHKPHUTTS 3JIOUMHHOI IisIIBHOCTI, KOPYHUii ypsay, BHKpaIeHHS
MacaXUPChKUX aBTOOYCIB Ha J0oporax Ta 3reajiTyBaHHS. KoM OfHOrO 3 aHOHIMHHUX aKTHBICTIB BHUKpaJd
MPEJCTAaBHUKYU KapTeIo y BIAIUIATY 3a OHJIAH-aKTHBHICTh, IOTO COPaTHUKH BHMAarajid HOro 3BUILHEHHS Ta
MOTPOXKYBAJIH BUKPUTH 0CO0OH 70 4iIEHIB KapTEIrO i MOITHKIB, IIIOBUX JIOACH, BIHCHKOBHUX, KYpPHAIICTIB
Ta iHIIMX, KOTPi 3aiisHi B poboTi kaprenro. Kaprens, 31 cBoro 00Ky, HalHSIB «HAPKOMAaHiB» JUIA MOLIYKY

38



PO3ILJI II. CycninbHi komyHikamii Ta MiskHapoaHa ingopmauis. 8 (392), 2019

YIEHIB 3aTOHY Ta OTrOJIOCHB, IO BO’€ iX ycix [8]. «Anonymous» BiICTyNHB, a BUKPAJAECHOTO WieHa OyIo
3BUIBHEHO.

¥ 2013 p. Mekcuka 3aiiMana MO3uIiI0 HOMEp OJMH Y CBITi 3a MOpHOTrpadiuHUMH MaTepialaMy, y SIKUX
Opasin y4acTh HETOBHOJITHI, 1 Apyre — 3a ii mommupenHsM B [HTepHeTti. Takox HapKokapTeni MoB’si3aHi 3
MPOCTUTYIIEF0 HENMOBHOMITHIX. 3a ominkamu 2016-2017 pp., 800 000 mopocnmx Ta 20 000 miteii Ha
ChOTOHI TIepeOyBarOTh IiJ] 3arPO30I0 CEKCyaIhbHOI eKCIDIyaTallil Ta CTajll YaCTHHOIO MPHOYTKOBOI Tairys3i
nopHorpadii B Mekcuui Ha cymy 30 min gonapis CILIA [9].

Hwxkye HaBoIUMO Tepenik OCHOBHHX CTAaTyTiB i MpaBuWil, IO CHOPHUSIOTH KibepOesmemi, YKIOYaloun
3aKOHH, IO 3aCTOCOBYIOTHCA JO MOHITOPHHTY, BUSBJICHHS, 3alOOITaHHS, ITOM’SIKIICHHS Ta YIIPaBIiHHS
IHIMIEHTAMU:

Koncturymiss Mekcukn; ®DenepanpHHll 3aKOH TPO TeJekoMmyHikarii Ta pamiomosieHHs (FTBL);
denepanbHU 3aKOH MPO 3aXKUCT NEPCOHAIBHUX AaHUX, SIKUH 30epiracThcsi NPUBAaTHUME CTOpOHAMH (3aKOH
PO 3aXKCT JaHUX), HOTO MOJOKCHHS, PeKOMEH Iallii, YKa3iBKU Ta MOAIOHI MOJOKECHHS PO 3aXUCT JaHUX;
®denepanpHUl 3aKOH TIPO TPO3OPICTH 1 JOCTYM 10 MyOmigHOl iHpOopMaIlii; 3araapHuiA 3aKOH PO MPO30PICTh
Ta JIOCTyn 10 myOnivHoi iHdopMarltii; 3aranpHi cTaHAapTH K OQimiiHNNA cTaHaapT MEKCHKH MI0A0 BUMOT,
SAKUX TIOTPIOHO JOTPUMYBATHCS TpH 30epiraHHi MOBIIOMIIEHb MpO JaHi; 3aKOH IpO TEepPeroBOpHi
IHCTpyMEHTH Ta KpenuTHi onepaiii; [logatkoBuii kojgekc Mekcuku; 3akoH MPO KPEAWUTHI YCTaHOBH;
€uHIA TUPKYISp A7 0aHKIB; 3aKOH MPO MPOMUCIOBY BIIACHICTH; MEKCHUKAaHCHKUI 3aKOH PO aBTOPCHKI
npaBa; denepanpHUl KPUMIHANBHAN KOJAEKC; 3aKOH MPO HalllOHATBHY Oe3rneky; demepanbHU 3aKOH PO
npaiio; OenepanbHuil 3aK0H Tpo QenepanbHy nominito; Hamionansuuii miad po3sutky Ha 2013-2018 pp.;
HamionansHa ctpateris kibep6esnexku 2017 p.; HamionansHa mporpama rpomajcbkoi Oesnexn Ha 2014—
2018 pp.; 1 HamionansHa nporpama 6e3nexu Ha 2014-2018 pp. [10].

3. BUCHOBKHU TA NEPCIIEKTUBU NOJAJIBIINX NOC/IIKEHb

OTxe, MOXKEMO 3pOOHUTH BHCHOBOK, III0 B OPraHi30BaHiil 3I0YMHHOCTI cepesl HapKOKapTeliB € BIacHI
¢daxiBi He nmme B cdepi Ximii, BiiCEKOBOI W OaHKIBCHKOI CIpaBW, a W TakoXK B iHpOpMAaIiitHHX
TEXHOJIOTISIX 1 MpomaraHii. YpaxoBYIOUH BeNU4YE3HY KUIbKICTh PECypciB, SKHMH BOJOMIIOTH 3JIOYMHHI
opraHi3oBaHi Tpynmu B MeKcHIli, MA€EMO Mall0 CYMHIBIB y TOMY, II0 BOHM HE HaOpalli eKCIepTiB i3
kibepOe3rmekn Ta «JYOPHUX HEHABHUCHUKIB», MO0 YCTAaHOBHTH iXHI BIacHi miAgpo3ainmm nudpoBoi
KOHTPPO3BiAKH.

Oprani3oBaHi 3JI0YHHHI TPy B MeKcHIli BUKOPUCTOBYBaIIU IIU(POBI 3ac00M MacoBoi iHpopMarii Jist
CBO€1 KOPHUCTI ¥ KOHTPOJIO, MaHIMyJIOBaHHS Ta TMOIIUpPEHHS iHQopMaIii, a Jeski HaBiTh MOTPOXKYIOTH
HAaCWJIBCTBOM JUIA THX, XTO IyOJiKye HeCTpUATIMBY iH(OpMaIito Npo iXHI oprasizailii, a 0COOJHUBO PO
Kapreni. BoHn He nuiie 3aMOBYYIOTH THX, XTO «MAacKYETHCS» B COLIAIBHHX Mepekax, aje H NparHyTh
JIOMiHYBaTH HaJ IIUM TPOCTOPOM, 30CEPEKYIOUNCh Ha THX, XTO HOT0 BUKOPHCTOBYE MPOTHU HUX. Yce Ie
CTBOPIOE TIEBHUI BaKyyM, SKH BOHH IIOTIM BHKOPHCTOBYIOTH JJIsi BCTAHOBJIGHHS BIIACHOT BIaJy,
3aKpITUICHHS JIETITUMHOCTI, TPAt04d POJIb CBOIX KOHKYPEHTIB 13 HEraTHBHOO MPOIAraH/I0ko0.
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EXPANDING THE IMPACT OF MEXICAN CARTELS
BY MEANS OF INFORMATION TECHNOLOGY AND PROMOTION

The article covers the history of the formation and penetration of drug cartels in the world arena of criminal
activity. It has been determined that there is no clear definition of concepts such as cyber security, cybercrime and
fitting in Mexican law. The problem of drugs has become a major threat to Mexico today, as well as the growing
influence of large Mexican cartels, which have begun actively expanding their activities on the Internet. It is
proved that most of the methods in their arsenal are far from peaceful, most of the cartel’s «actionsy are aimed at
intimidating the population and opponents, and are characterized by extreme cruelty. Nonetheless, data on
information methods of confrontation remain interesting. These include not only the fight directly in cyberspace,
but also such methods of information and psychological influence as propaganda, the dissemination of
false information, the organization of «leaks» of information about competing cartels, pornographic materials
and so on.

It is revealed that today, the Internet is the main source of intimidation of the population by drug cartels, and it is
also worth emphasizing the media as one of the methods of combating organized crime. There is extremely
powerful support for drug dealers on the youtube.com network, where songs, short promotional videos, known as
drug corridors or drug ballads, are constantly chanted and highlighted by their greatest exploits.

It has been proven that an exponential increase in cyberspace has led to a correlated escalation of criminal activity
in Mexico, including in the case of unlawful hacking, identity theft, credit card fraud and exploitation of minors.
In 2017, the financial sector actively cooperated and continues to work with the Attorney General (PGR), who has
set up a special unit dedicated to investigating cybercrime; this unit works closely with the Bank of Mexico to
quickly identify and authorize all those responsible for cyberattacks.

The fact that in 2013 Mexico ranked number one in the world for pornographic material in which minors
participated and the second place for its production on the Internet was analyzed. Drug cartels have also been
linked to the prostitution of minors.

Key words: cartel; Mexico; cybercrime; Information Technology; Internet; mass media.
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KOHCIHIEHTAJBbHA BIMHA POCIHCBHKOI ®EJIEPAIIIT
B YKPAIHI 1 CBITI

13 Koorcnum HoBuM Oecamunimmsm mac-meoia (i mpaouyitini, i HOGIMHI) NEePemeopPIOIOMbCA ) 8Ce NOMYIICHIUUULL
[HCMpYyMeHm @Nusy Ha iHOUGIOYAIbHY U MACOSI CEIOOMICb, OEMOHCMPYIOMb NOMEHYIAN CMEOPEHHS «IHULOL»
peanvHocmi Ui NepeKOHAHHA Cnodcusayie iH@opmayii 6 npasousocmi yiei peanvhocmi. Ilo cymi, cyyacui mac-
Mmedia 8 PIZHOMAHImMHOCMI C80IX @opm cmaiomeb 3ac000M KOHCYIEHMAIbHOL GiliHU K HOG0I Gopmu
eeononimuunoeo npomucmosuus. Came mac-media oonomazaroms Pociiicokini @edepayii peanizyeamu oasHe
npazHeHHs: HA8 A3amu ceol ideanu U YIHHOCMI He Juuie SHYMPIWHIL epoMaOCbKOCmI, d Ul 3068HIWHIL ayOumopii
ma 3pooumu yi yinnocmi dominyrouumu. Pocis nepemeopuna ceoi mac-media 6 incmpymenm nponazamou i
npocysac imioxc 3axiOHuUX Kpain sk «Hebesneunux» U «azpecusnux» cmocoeno Pocii. P® nodae nocmitino
3MIHIOBAHY CIOJCEMHY JIHII0, W00 3aniymamu, Cmeopumuy PAadiCenH s, o HeMae 00CmosipHux ¢axmis, a omoice,
Hemae npagou.

Cyuacna pociticbka npaxmuka KOHCYIEHMAIbHOI GiliHU OXONIIOE MpU OCHO8HI chepu: media, iH@opmayiimny
noaimuKy axkux 3aeanom gopmyiome 6 Kpemni; coyianvui media ma inmepuem-gopymu, (yuKyis sAkux —
eapanmysamu, wo pocCiliCbKi Hapamusu Marms WUPOKe OXONIEHHs 1l NPOHUKHEHHS, MOBHI HABUYKU, SIKI 0AOMb
3MO02y epexmusHo caAmMoCmitiHo 83AEMOOIAMU 3 YINbOBOIO AYOUMOPIEIO 3a OONOMO20I0 NOMPIOHOT MOBU.
Koncyieumanena sitina P® mae mpu eexmopu cnpsmyeanns: 1) cgioomicme c60ix epomadsin, AKumM Cymmeso
VCKAAOHUIU 0ocmyn 00 albMepHaAmusHux Odcepel iH@opmayii, 2) ceidomicms epomadsn YKkpainu, Ha axkux
enaueaiomes  Oesingopmayiero U Qeiukamu ma 3) ceioomicmb 3aKOPOOHHOI NYONIKU, SKY 3QJAKYIOMb
PIBHOMAHIMHUMU He2AMUBHUMU CYEHAPIAMU PO3GUMKY OOl 8 Kpainax.

B ycix xamnaniax P® npomu enympiuwinboi 1 306HIWHBOI 2POMAOCOKOCHI NOMYNHCHO BUKOPUCHIOBYEMbCS
cneyughiune maymauenHs icmopuuHo2o mMumynozo i micysa Pocii 6 pecioHanbHoMy U 2100aANbHOMY PO36UMKY,
0Cco0UBO aKYEeHMYIOMb Y8a2y HA MeCiaHCmai, ke MAc€ penieiiHull KOMNOHEHM.

s €eponu OCHOBHUM MeceddiceM € NPO2ONOUleHHs HeoOXIOHocmi «3axucmy ma 36inbHenns €sponuy. [
Ykpainu — ye ioeonocis po30inenoi nayii uu «pyccko2o mMupa» sk YA6ieHHs PO EOHICMb 3d NOXOONCEHHAM YCIX
POCISIH, WO HIBENIOE BCI CYUACHI NPABOBI 3ACadu HAYIOHAILHO2O 0EPAHCABOMBEOPEHHSL.

Knrouosi cnosa: xoncyienmanvha itina, mac-meoia, IHOUGIOYaIbHA 1 MACOBA CEIOOMICMb, NPONA2AHOA.

1. BCTYID

IocranoBka nmpo6saemu. [loeprenns Pocii 1o HamonernuBux crpod JAOMiHYBAaTH HaJ CyciaMu Ta
3HOBY BKIIFOUUTH iX 110 c(hepy CBOTO IMiINOPSAKYBaHHS HE OYyJIO PANTOBHM, a pajllle — CTIHKUM MPOLEeCOM
ecKayarlii TUCKyY, SIKMi BiIOyBaBCS IMapajellbHO 31 3pOCTaHHSAM YIIEBHEHOCTI i MOTyTHOCTI Pocii, mxeperno
SIKUX — HAJXOJKCHHS BiJl eHEpPropecypciB ynpoaorx 15 pokiB 3pocTaHHs IiiH Ha HadTy 3 1999 p. Ilicns
KOPOTKOTO TIEpioAy ONTHMI3My IMOAO CIiBmpari i3 3axomom micis TepakTiB 11 Bepecus B CIIIA, Pocis
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