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The problem of information security in the conditions of the economy 4.0. In economy 4.0
we are dealing with the widespread use of the so-called general purpose technology: computer,
internet and smartphone. They are characterized by ubiquity, i.e. the ability to spread to all sectors of
the economy, continuous improvement and dynamism of development, and the ability to intensively
stimulate innovation in many areas of the economy and society [1]. They are also the basis on which
new inventions and innovations are built up at a rapid pace. Some of them show enormous
transformative potential and transform themselves into technologies of wide application over time.
According to Sledziewska and Wtoch [2], these are the so-called intensifying technologies, which are
the foundation of economy 4.0. The authors included artificial intelligence, robotization, Internet of
Things, cloud technologies and blockchain. Economy 4.0 and the changes related to it occur simul-
taneously in all its areas, including public administration [3]. Key technologies of the economy 4.0 are
shown in Figure 1.
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Fig. 1. Key technologies of the economy 4.0
Source: own elaboration based on [4].

These technologies bring new areas of cyberattacks [5]. In the conditions of economy 4.0, it is
of special importance to ensure the security of information transferred between individual participants
in the social and economic life. This security is an element of the financial security of the state,
generally understood as the lack of threats in the sphere of public and private finances. The impor-
tance of this issue increases when the information provided concerns the so-called sensitive or
confidential data. Therefore, modern states are faced with the task of creating a framework for the
functioning of entities, including public entities, in a manner ensuring information security.

National Interoperability Framework (NIF) — minimum requirements for information
security in the conditions of the digital economy. The National Interoperability Framework (NIF)
sets out the minimum requirements for public registers and the exchange of information in electronic
form, as well as minimum requirements for the ICT systems in which the information is collected.
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The aim of NIF is, inter alia, to determine the methods of data exchange between IT systems used for
public tasks, adapting these systems to the needs of disabled people and ensuring the security of these
systems. In this article, we will omit the first two aspects and deal only with safety, because it is in
this area that it is obligatory to perform an audit at least once a year, referred to in short as NFI audit.

According to the NIF guidelines, each entity performing public tasks is obliged to implement
the Information Security Management System (ISMS). The legal regulations specify in detail the
requirements that an ISMS should meet. The entity performing public tasks must develop and imple-
ment an information security management system that will ensure the confidentiality, availability and
integrity of information, taking into account such attributes as authenticity, accountability, non-
repudiation and reliability. This system must also be monitored and improved.

The management of a public entity must ensure the conditions for the implementation and
enforcement of many activities within the NFI to ensure information security. The first of these
activities, of a very general, but at the same time superior, nature is keeping the internal regulations in
force in the unit up-to-date. Another issue is keeping the inventory of equipment and software used for
information processing up-to-date. The unit should also carry out periodic risk analysis of the loss of
integrity, availability or confidentiality of information and taking actions to minimize this risk,
according to the results of the analysis. Actions should also be taken to ensure that persons involved in
the information processing process have appropriate powers and participate in this process to an extent
that is adequate to their tasks and obligations aimed at ensuring information security. Persons involved
in the information processing process should be provided with training, covering such issues as:
information security threats, the effects of information security breaches, including legal liability and
the use of information security measures, including devices and software minimizing the risk of
human errors.

The entity performing public tasks should also protect the processed information against theft,
unauthorized access, damage or interference. This protection is considered to be provided by:
monitoring access to information, activities aimed at detecting unauthorized activities related to
information processing, as well as providing measures to prevent unauthorized access at the level of
operating systems, network services and applications. The unit should also establish basic rules
ensuring safe work in mobile processing and remote work, as well as securing information in a way
that prevents its disclosure, modification, deletion or destruction by an unauthorized person. The
service contracts signed with third parties should contain provisions guaranteeing an appropriate level
of information security.

An appropriate level of security should also be ensured in ICT systems. In particular, you should
take care of updating the software, minimize the risk of losing information as a result of a failure,
protect against errors, loss, unauthorized modification, use cryptographic mechanisms in a manner
adequate to threats or legal requirements, ensure the security of system files. After noticing
undisclosed vulnerabilities of ICT systems to the possibility of a security breach, actions should be
taken immediately to eliminate these vulnerabilities. In the event of information security breach
incidents, the unit is obliged to immediately report these incidents, which is to enable quick corrective
actions [6].

Internal audit of NFI. Pursuant to the guidelines contained in the provisions of law, the entity
performing public tasks is obliged to ensure periodic internal audit in the field of information security
at least once a year. It is worth clarifying here that the minister responsible for administration and
digitization clarified that internal audit is an audit carried out by a unit for internal needs, not neces-
sarily by people from within the organization (internal audit department). At the same time, the need
for independence of the audit unit is emphasized. Therefore, such an audit can be commissioned to
companies or external persons. Preferred to perform audit tasks are specialists with 1SO 27001 lead
auditor certificates, which is related to the fact that the information security system is considered to
meet the minimum requirements if it was developed on the basis of the Polish Standard PN-1SO/
IEC 27001. Establishing security, management risk and auditing are carried out on the basis of other
standards, in particular: PN-ISO/IEC 17799 — for establishing security, PN-ISO/IEC 27005 — for risk
management and PN-ISO/IEC 24762 — for recovery post-disaster information technology as part of
business continuity management.
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Due to very limited budgets, it is difficult to require public sector entities to implement the
ISO 27001 standard, or to train and hire their own representatives maintaining ISMS. The implemen-
tation and auditing of the information security system is most often limited to the verification of 14
requirements specified in legal regulations and described in the previous section of this study.
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OnecbKui HallOHAIBHUN €KOHOMIYHUMI
yHiBepcuTeT, M. Ofnieca, Ykpaina

®dinancoBa 0e3neKa MiANPUEMCTBA Ta HVISIXH il 3a0e31e4eHHs

[TonsaTTs pinaHcoBOT Oe3nexu Oya0 BBEJAEHO Y KIHII ABAALATOrO CTONITTA 1 MOSICHIOBANIOCS SIK
3a0e3meueHHs] YMOB 30epeKeHHsI KOMEpIIIITHOI TaEMHHUIII Ta 1HIIUX CeKpeTiB mianpuemcra. CydacHi
HecTaOUIbHI MOJITUYHI Ta €KOHOMIUHI YMOBH 3MYCWJIM MOJUBUTHUCS HabaraTo MIMpILE Ha MpodiiemMy
¢diHaHCOBOI Oe3nexu mianpueMcTs. CTalo MOMMPIOBATUCSA AyMKa, LIO ii 3MICT MOKa3ye CTaH IMiIpH-
€MCTBA, 1110 3a0e3Meuye 3AaTHICTh MPOTUCTOATH HECTIPUATIMBUM 30BHIIIHIM BIulBaM. Tak, ¢iHaH-
COBY 0€3MeKy BM3HAYalOTh K 3aXUUIEHICTh JISUIbHOCTI (PIpMH Bl KpUTHUHUX BIUIMBIB 30BHIIIHBOTO
Cepe/IoBUINA, a TAKOXK K 3/IaTHICTh IIBUAKO YCYHYTH MOKJIMBI 3arpo3u ab0o MPUCTOCYBATUCS 10 BXKE
chopMoOBaHUX YMOB, SIKl HE BIUTMBAIOTh HETATUBHO Ha JISUTHHOCTI CAMOTO ITiAMPHUEMCTBA.

B ymoBax HecTaOu1bHOI €KOHOMIKH, HiANPUEMCTBY B XOJ1 CBOTO PO3BUTKY HEOOXiAHO 3a0e3-
Ne4YyBaTH 3aXMCT CBOiX (PIHAHCOBUX IHTEPECIB AJI TOTO, 1100 AOMOTITHUCS 30€peKEeHHSI CBOTO CTaHO-
BUIIIa HA PUHKY 1 OTPUMYBAaTH MaKCHUMaJIbHO MOKJIUBUN MpUOYyTOK. OCHOBHMIA MPUHLIUI 30€peKeHHS
¢diHaHCOBOI O€3MEeKU MiANPUEMCTBA — 1€ 3IMCHEHHS KOHTPOJIIO 1 OanaHCyBaHHS JTOXOAIB 1 BUTpAT
rocrojaprordoro cy6’ekra [1, 131].

["onoBHUMH 3arpo3aMu (PIHAaHCOBOT OE3MEKH €:

1) MaKpOEKOHOMIYHI IPOOTEMH:

— TpHUBaJIa €EKOHOMIUHA KPHU3a, YIOBUIBHEHUH BUX1J 3 HHOTO;

— CKOPOUYEHHSI pecypciB B €KOHOMIUHINA CHCTeMi JJIs BUXOAY 3 (piHAaHCOBOT KPU3H 1 YCHIIIHOTO
NIPOBEICHHS MTOIAJBIINX TIEPETBOPEHB;

— MOTIPILIEHHS IIaTOCIIPOMOXKHOCT] HaCeJIeHHS;
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