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HOBA KJIACU®IKALIA METO/IB 3AXUCTY IH®OPMAIIII

3anponoHOBAaHO HOBY KiIacH(iKallilo METOIIB 3aXUCTy IH(opMalii 3 ypaxyBaHHSIM
METO/IB MEPEBIPKHU IITICHOCTI HU(PPOBUX CUTHAIIB, SKI HA CHOTOHIIIHINA IEHb BUKIIUKAIOTh
HaWOIIBIIUN 1HTEpEC, IPOTE HE MalOTh CBOTO MICIS B paMKaxX METOJIIB 1 3aC00IB 3aXHCTy
1H(popMarii.
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Yermeichuk S.Y. New classification information security.

A new classification method based information security methods verify the integrity of
digital signals, which today cause most interest but do not have their place in the framework
of methods and tools information security.
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Jlo HeaBHLOTO Yacy KOMIUIEKCHI CUCTEMU 3axXUCTy iHdopmailii Oyau
OpIEHTOBaHI Ha 3axucT iH(OpMaIli, SKa CTBOPIOETHCS, PEAATyEThCA 1
nepesaeTbesi  0e3nmocepeHbo B caMi cuctemi. OjHak, ICHYBaHHS 1
(YHKIIOHYBaHHSI OYy/b-IKOI CHUCTEMU HEMOXKIMBO 0€3 KOMyHIKamii 13
30BHIIIHIM CEpPEIOBUILEM Ta IHIIUMH CHUCTEMaMH. TakuM YHHOM,
3axMIIeHICTh 1HdoOpMalii B camiid cuctemi Oyjae 3ajexartu BiJ
JOCTOBIPHOCTI 1 UUIICHOCTI 1H(pOpMAaIlli, 0 HAaIAXOAUTh 330BHI. [0
HEJAaBHBOI'O 4Yacy METOJIM MEPEBIPKH ILUIICHOCTI HE OyJid BpaxoBaHl MpH
noOy10B1 Ki1acuQikalii MeTO1B 3aXUCTy 1HpOpMaIli.

Metoro nmaHoi poOOTH € ToOyaoBa HOBOI Kiacudikaili MeToIiB
3axucty 1H(opMalii 3 ypaxyBaHHSIM METOMIB TEPEBIPKU IITICHOCTI
mudpoBuUx curHamiB. JlJis JOCATHEHHS TIOCTaBJICHOI METH HEOOX1THO
BUPIIIUTH TaKi 3aBAaHHA:

1) Po3rasinyTH icHyto41 Kiacudikallii MeTO/IB 3aXUCTy iH(pOopMaIlli;

2) Buznauutu miacTtaBy A kinacugikaliii Ha KO)KHOMY pIBHI;

3) IIpoBectu kinacu@dikailito METO1iB MEPEBIPKHU IITICHOCTI HUPPOBUX
CUTHAJIIB.

Jlns BupimeHHs 3aBaaHb 3axucty iHpopmartli (31) icHye wminuil psig
METO/IIB, SIKi, 3a CIOCOOOM iX peainizailii Oynu kiacudikoBaHi B TakUi
croci0: opraHizalliifHi, TeXHIYHI1, KpunTorpadidHi Ta mporpamHi [1].

Opranizanitni Metogu 3axucty iHdopmariii (M3I), B cBowo uepry,
OyJnM po3J1JeHI Ha 3aKkoHOJaB4Yi [2], agMiHICTpaTuBHI [3] 1 MOpaJIbHO-
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€TUYHI METOJIY, K1 CIpPsIMOBaHI HAa: BUKOPHCTAHHS 3aKOHOJIaBUMX aKTIB,
pEeriiaMeHTYyIOTh TpaBa Ta O0O0B’S3KU (DI3UYHUX 1 IOPUAMYHHUX OCiO, a
TakoXX JepkaBu B obOsacti 3I; opraHizamiro BiAMNOBIJIHOTO PEXUMY
CEKPETHOCTI, MPOMYCKHOTO 1 BHYTPIMIHHOTO PEXKUMY Ha 00’ €KTI;
CTBOPEHHSI 1 MIATPUMAHHS Ha 00’€KTI MoOpaiabHOI aTrmocdepu, B SKii
MOPYIICHHSI PErjJaMeHTOBAHMX TMPaBWJI TMOBEJAIHKK OlliHIOBajIocs O
OUIBIIICTIO CIIBPOOITHUKIB PI3KO HEraTUBHO [1].

TexniuHi METOIM BKJIIOYAIOTh B ce€0€ 3aCTOCYBaHHS E€JIEKTPOHHUX 1
iHux npuctpois s 31 [4].

B kpunrtorpagiuHUX METOJaX BUKOPHUCTOBYETHCS IMU(PPYBaHHS 1
KOJIyBaHHS JIJI1 MPUXOBYBaHHS 00pOOIIOBaHOI 1 Iepeaanoi iHdopmartii B
HECAHKIIIOHOBAHOI'O JA0CTYMY [5].

[IporpamHi ~ MeTOAM  BUKOPUCTOBYIOTH  MIPOTpaMHI  3acooOu
PO3MEKyBaHHS IOCTyNy 110 iHpopMmaii [2].

[IpencraBneHi MeToau 3axucTy 1H(OpMAIli HaIlJIEH] Ha 30€peKeHHS
OCHOBHUX  Kareropid  iHdopmarii —  IUICHOCTI, JOCTYITHOCTI,
KOH(IICHITIHHOCTI, JOCTOBIpHOCTI. Taki METOaM Ha3BEMO METOIaMH
axmuenoz2o 3axucty iHdopmariii (MA3I).

B ocraHHI poKHM 3aBISIKM HIMPOKOMY PO3MOBCIOIKEHHIO BCLISIKUX
3aco0iB (MOOYTOBUX 1 crielianbHuX) ¢ikcalii Ta 30epiranus (HoTo-, BiJI€o-
1 aynioiHopmMallii B pO3NOPSIKEHHI OpraHiB Ji3HaHHS, CIIACTBA 1 CyIy
4acTO BUSBIISIIOTHCS oTorpadii, Bigeo- 1 aya103anucu, siki MOXYTb OyTH
J0Ka3aMHl Y KpUMIHAJIBbHIN chpaBi. Bce dacTilie BUHUKAIOTh CUTYyallli, B
SAKUX BUHUKAE OTpeda B MPOBEICHHI EKCIIEPTU3HU HAJJAHUX MaTepiaiB.

Jlns BupillieHHsT MOJIOHMX 3aBllaHb 3aCTOCOBYIOTHCS 1HIII METOIU
3axucty 1Hpopmarii (M3I), Metoro poboTH sxux (Ha Biaminy Big MA3I) €
oOrpyHTOBaHa KOHCTaTalisd (GakTy HassBHOCTI 00 BIJCYTHOCTI MOPYILIECHHS
onHiel ab0 NEKUIbKOX KaTeropi iH@opmaiii, HalyacTiiie IUTICHOCTI.
Hazpemo ix metogamu nacuswoi 31 (MII3]).

B sKkocTi OCHOBM Ha mepuioMy piBHI HOBOi Kjiacu@ikarii
MPOTNIOHYETHCS BUKOPUCTOBYBATU MeTa BUKopucTaHHs M3I, Ha npyromy —
crioci0 peanizariii (cmocid nocsirHeHHs metr) M3I.

Metoaun 3axucty iHboOpMalli Co4yarky MOXHa Kiacu(piKyBaTH IO
MET1 iX BUKOPUCTAHHS Ha METOAM AKTUBHOIO Ta MACHBHOIO 3aXHUCTY.
Metoro MeTOAIB aKTUBHOTO 3axHUCTy 1HQopMaili € 30epexeHHs BCiX
KaTteropi iHdopmarrii. MeToan macMBHOTO 3axUCTy 1HGOPMAIIil HaIICH]
Ha Te, 100 JaTu BIANOBiAL, 4d OYyJIO 3p00JICHO HABMHUCHE MOPYIICHHS
OyIb-sIKOi KaTeropii iHpopmarrii.
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Puc. 1. HoBa xnacudikaiiist METOAIB 3aXUCTy 1H(pOpMaIlii

3a criocoboMm peaiizanii MA3I MokHa kiacudikyBaTv BIAMOBIIHO 10
[1] Ha opranizauiiiHi, TexHiyHi, kpunrtorpadiuni Ta nporpamui. MII3I 3a
CIIocoOOM iX peanizallii MOXHa PO3UIUTA HA METOAU €KCIEPTHOT OILIIHKH,
IpPOrpaMHO-TEXHIYHI 1 IPOrpamHI.

MeToan eKCHepTHOI OIIHKM BUKOPUCTOBYIOTH Bi3yalibHEe a0o
aKyCTHUYHE OIlliHIOBaHHS 1H(opMmarlli ¢daxiBuem. ['0JIOBHUM HEIOIIKOM
METO/IIB €KCTIEPTHO1 OIIIHKHU € HASABHICTH JIFOJICBKOTO (hakTopa.

[Iporpamuo-texaiuyni MII3] rpyHTYyIOThCS Ha 3HAHHI CHEeUUPIYHUX
0CcOOJIMBOCTEN MPUCTPOIB ayaio-, Bigeo- abo gotodikcariii 1 (a00) BILIUBY
AKUX-HEOY/Ib 30BHIIIHIX ()aKTOPIB HAa MPOBEICHHS 3aINCY.

[Iporpamui metonu 31 ananizyroTs aumie nudpoBy Gopmy MOJAHHS
caMoro curHaiy [6], a Tomy He 3aJieKaTh Bl TEXHIYHUX XapaKTEPUCTUK
OPUCTPOIB 200 JIOJCHKOTO (pakTopa, K B MPOTPAMHO-TEXHIYHI METOMAHM 1
METO/1aX €KCIEPTHOTO OI[IHIOBAHHH.

BucnoBku. B po60oTi no0yaoBana HoBa kiacudikaiis M3I, sika 011b111
MOBHO BiJI0Opa)kae IiCHYIOUl Ha CHOTOAHINIHIA J€Hb METOJIM 3aXHUCTy
iHdopMarlii, Ja€e cUCTeMHE YSABJICHHS NpOo crocoOu ix peamizaiii Ta
JI03BOJISIE BU3HAYUTH MICIIE METO/IB TMEPEBIPKH IIIICHOCTI HUPPOBUX
CUTHAJIIB Cepe/I BCIX 1HIIUX METOIIB.

3anpornoHoBaHa Kiacudikallis Moke OyTH KOpHUCHA MPU BUBYCHHI
ICHYIOUMX 1 po3po0Ili HOBUX METO/IIB 1 3aC001B 3aXUCTy iH(popMaIrii.
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